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Abstract

The exponential growth of the Internet of Things (10T) has revolutionized connectivity and automation
but has also amplified concerns over data security, integrity, and privacy. Conventional centralized
machine learning (ML) models in 10T systems are increasingly inadequate for handling distributed data
and ensuring trust among edge devices. This study introduces a Blockchain-Assisted Federated
Learning (BA-FL) framework that integrates decentralized ledger technology with collaborative
learning to enhance security and model reliability in 10T networks. The system employs a permissioned
blockchain to record cryptographically hashed model updates, enforce consensus validation using the
Practical Byzantine Fault Tolerance (PBFT) algorithm, and ensure tamper-proof provenance of
learning transactions. Two benchmark datasets, NSL-KDD and BoT-10T, were used to evaluate the
performance of the proposed model against conventional federated learning (FL). Experimental results
revealed significant improvements in detection performance—achieving an average F1-score of 0.955
on NSL-KDD and 0.968 on BoT-loT—and a drastic reduction in model-poisoning attack success rates
from approximately 20% to under 7%. Statistical analysis confirmed that these gains were significant
(p < 0.001). Although the blockchain integration introduced moderate overhead in latency and energy
consumption, the trade-off remained within acceptable operational limits for real-time 10T applications.
The findings demonstrate that blockchain-assisted ML frameworks can effectively mitigate security
vulnerabilities, provide immutable audit trails, and maintain scalability across heterogeneous loT
networks. The study concludes that the BA-FL model represents a practical and scalable solution for
deploying secure, transparent, and trustworthy IoT intelligence, establishing a foundation for resilient
edge analytics and autonomous digital infrastructures of the future.
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Introduction

The rapid expansion of Internet of Things (I0T) deployments in domains such as smart cities,
industrial automation, healthcare, and environmental monitoring has yielded enormous gains
in connectivity and data-driven services, yet this growth has concurrently intensified
significant security and privacy risks & 2. 10T devices are often resource-constrained,
deployed in unprotected environments, and linked via lossy wireless links, making them
vulnerable to eavesdropping, spoofing, data tampering, and adversarial manipulation 3 4,
Conventional centralized machine-learning solutions, which depend on aggregating raw data
to cloud servers, exacerbate privacy leakage, introduce single points of failure, and suffer
from communication bottlenecks > €. Federated learning and distriouted ML models
partially remedy these issues by keeping data local and only sharing model updates, but they
remain susceptible to malicious update injection (model poisoning), integrity attacks, lack of
auditability, and trust among nodes 1%, Meanwhile, blockchain technology—with its
decentralized ledger, immutability, consensus protocols, and smart contracts—offers a
promising substrate to ensure transparency, provenance, and tamper-resistant logging of
transactions and model updates -1, The integration of blockchain and machine learning
has been studied in various forms (e.g. Al-enabled blockchain consensus, anomaly-aware
consensus, federated-blockchain hybrids) (3 5 161 but applying them effectively in IoT
realms presents challenges: block propagation latency, storage overheads, limited device
compute, consensus scalability, and privacy of transaction metadata [*- 181, In this work, we
propose to develop Blockchain-Assisted Machine Learning Models for Secure 10T Systems
to (i) secure the integrity, provenance, and auditability of distributed model updates, (ii)
mitigate adversarial attacks on collaborative learning, (iii) scale to large, heterogeneous loT
networks within resource constraints, and (iv) minimize additional latency and overhead.
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We hypothesize that embedding lightweight verifiable
logging and validation of model updates within a
permissioned blockchain layer will enable a significant
reduction in the success rate of malicious update attacks and
improve overall system robustness—while incurring only
modest performance and resource overheads. Under this
hypothesis, our evaluation aims to show that the introduced
blockchain-assisted  architecture  attains a  secure
performance trade-off suitable for practical 10T deployment.

Materials and Methods

Materials

The experimental study employed a hybrid loT testbed
designed to emulate heterogeneous network environments,
combining Raspberry Pi 4 Model B, Arduino Uno, and
ESP8266 microcontrollers connected through Wi-Fi 802.11
b/g/n and ZigBee communication protocols. The network
comprised fifty sensor nodes for temperature, humidity, and
motion detection to replicate a typical industrial loT
ecosystem [ 2. A private permissioned blockchain was
deployed using Hyperledger Fabric v2.5 on a Linux-based
cluster (Intel Xeon 16-core CPU, 64 GB RAM, Ubuntu
20.04 LTS) to manage secure transactions between loT
nodes 4, Each node interacted with the blockchain peers
through RESTful APIs for logging model updates and
cryptographic hashes.

Two benchmark datasets NSL-KDD and BoT-loT were
adopted for the simulation of network anomalies and
intrusion events [ 6l Machine-learning modules were
developed in Python 3.10 with TensorFlow 2.15 and Scikit-
Learn 1.5, implementing both traditional classifiers
(Random Forest, SVM) and deep-learning architectures
(CNN, LSTM) for distributed anomaly detection [*1. Smart-
contract scripts for secure model-update validation were
written in Go 1.22 and integrated within the blockchain
fabric 0%, Cryptographic primitives followed SHA-256
hashing, RSA digital signatures, and AES-256 encryption,
consistent with established industrial and NIST guidelines
(11131 The framework design adopted concepts from
blockchain-ML convergence for 10T networks proposed by
prior works [14-16],

Methods: The research followed a three-phase workflow
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integrating federated learning with blockchain-based
verification. In Phase | (Local Model Training), each loT
edge device trained its local anomaly-detection model using
its respective dataset partition. After each local epoch,
model weight updates were hashed and recorded as
metadata transactions on the blockchain ledger [ 8. In
Phase Il (Consensus Validation), the blockchain network
employed a Practical Byzantine Fault Tolerance (PBFT)
consensus mechanism to verify the authenticity and
provenance of model updates before aggregation >4, Smart
contracts automated the validation process, ensuring only
verified updates contributed to the federated global model
21 In Phase Il (Global Aggregation and Evaluation),
validated model parameters were averaged via the Federated
Averaging (FedAvg) algorithm to produce a global model
subsequently redistributed to edge nodes [*3 141,

To assess robustness, controlled poisoning, replay, and
eavesdropping attacks were introduced in the test
environment [ 161 The framework’s security and
performance were evaluated using accuracy, precision,
recall, F1-score, consensus latency, blockchain throughput,
and energy consumption. Comparative analysis with
conventional federated-learning (non-blockchain) baselines
demonstrated the impact of blockchain integration on
integrity and reliability. Statistical validation employed
ANOVA (p < 0.05) using MATLAB R2024b. The source
code and smart-contract logic were version-controlled on a
private GitLab repository to ensure reproducibility [27-19,

Results

Overview

We evaluated the proposed Blockchain-Assisted Federated
Learning (BA-FL) framework against a federated-learning
baseline (FL) on NSL-KDD and BoT-loT. Outcomes focus
on detection performance, robustness to poisoning, and
system overheads. Statistical significance was assessed with
Welch’s t-tests and one-way ANOVA where appropriate (a
= 0.05), following prior practice in blockchain-ML loT
studies [+ 7161 We also analyze consensus-related
latency/throughput and  energy/communication  costs,
consistent with earlier findings on blockchain integration
overheads [3 9-12 14-16],

Table 1: Model performance (mean + SD across 10 runs)

Dataset Method Accuracy (mean+SD) Precision (mean+SD)
NSL-KDD FL (Baseline) 0.943 £ 0.004 0.928 £ 0.007
NSL-KDD BA-FL (Proposed) 0.957 £ 0.005 0.953 £ 0.005

BoT-loT FL (Baseline) 0.963 + 0.004 0.957 £+ 0.005

BoT-loT BA-FL (Proposed) 0.975 + 0.005 0.970 = 0.006

Table 2: Security robustness: model-poisoning attack success rate (ASR,%, mean + SD; lower is better)

Dataset Method Poisoning Attack Success Rate% (mean+SD)
NSL-KDD FL (Baseline) 188+24
NSL-KDD BA-FL (Proposed) 57+1.6

BoT-loT FL (Baseline) 214+2.2
BoT-loT BA-FL (Proposed) 65+1.2
Table 3: System overhead and scalability metrics (mean + SD across 10 runs)
Dataset Method Round Completion Time (ms) mean+SD Communication per Round (MB) mean+SD
NSL-KDD FL (Baseline) 187.4£16.7 5.09 £0.27
NSL-KDD | BA-FL (Proposed) 260.0 + 16.8 5.80 + 0.45
BoT-loT FL (Baseline) 179.9 £10.7 5.06 +0.49
BoT-loT | BA-FL (Proposed) 261.6 +10.2 6.02 £0.29
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Table 4: Statistical tests (Welch’s t-tests) for F1 improvement and ASR reduction (Proposed vs Baseline)

Dataset F1 Improvement (t, p) ASR Reduction (t, p)
NSL-KDD 5.56, 0.0000 -14.11, 0.0000
BoT-loT 5.02, 0.0001 -18.49, 0.0000
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Fig 1: F1-score comparison across datasets and methods
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260

Round completion time (ms)
3
o

-
@
o

160

N
B
o

N
N
o

+— FL (Baseline)
—=— BA-FL (Proposed) _—

20 0 60 80 100 120 140
Number of participating nodes

Fig 3: Scalability: round completion time vs number of participating nodes.
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Detailed Findings and Interpretation

Detection performance

Across both datasets, BA-FL improved mean F1 over FL
while maintaining high accuracy/precision/recall. On NSL-
KDD, BA-FL achieved ~ 0.955 + 0.008 F1 vs 0.930 £ 0.010
for FL; on BoT-10T, BA-FL reached = 0.968 + 0.007 vs
0.950 £ 0.008 (Table 1; Fig. 1). Welch’s t-tests confirmed
significant F1 improvements for BA-FL on both datasets
(Table 4; p < 0.001). These gains align with the hypothesis
that verifiable, tamper-resistant update logging and
consensus validation curb the inclusion of corrupted
gradients, leading to more robust global models -3 7-12, 14-16],

Robustness under poisoning

Under controlled model-poisoning, ASR dropped markedly
with BA-FL: NSL-KDD from ~18% to ~5-6% and BoT-loT
from ~22% to ~6-7% (Table 2; Fig. 2). Reductions were
statistically significant (Table 4; p < 0.001). The provenance
guarantees and outlier-aware validation logic implemented
via smart contracts/consensus are consistent with the
literature on blockchain-mediated integrity and anomaly-
aware consensus in 10T networks [ 812 14161 These results
support the security hypothesis and echo prior reports of
poisoning mitigation when using blockchain-assisted or
hierarchical FL schemes [-9 12151,

Overheads and scalability

Round completion time increased relative to FL due to
consensus: from ~180 ms (FL) to ~260 ms (BA-FL) per
round on average (Table 3). Communication per round rose
modestly (~5.0 — ~5.8 MB), and energy per update
increased (~1.20 — ~1.50 J). The permissioned ledger
sustained ~120 tps validation throughput (Table 3). Fig. 3
shows round time growth with network size, with BA-FL’s
slope moderately higher—consistent with consensus and
block-propagation overheads reported in prior work [ 9-12.14-
161, Despite added cost, the overhead remained within
practical limits for edge-centric deployments, particularly
where integrity and traceability are paramount (e.g., lloT
and smart-grid contexts) [ 6 11, 12,15, 16]

Overall interpretation

Compared with FL, BA-FL significantly improves detection
quality and resilience to adversarial updates while incurring
modest, predictable overheads in latency, communication,
and energy. These findings reinforce the feasibility of
permissioned blockchain-assisted training for secure loT
and are consistent with established theory and empirical
trends across blockchain-ML IoT research -4 7-16.18, 191 |n
practice, deployments can tune block size, endorsement
policies, and batching to further reduce latency while

preserving the integrity benefits demonstrated here [3 10-12, 14-
16]

Discussion

The integration of blockchain with federated machine
learning significantly enhances the security, transparency,
and resilience of 10T systems. The findings demonstrated
that the proposed Blockchain-Assisted Federated Learning
(BA-FL) framework achieved a notable improvement in
classification performance and a reduction in model-
poisoning vulnerability when compared with conventional
federated learning approaches. These results align with prior
literature emphasizing the potential of blockchain-enabled
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architectures to establish decentralized trust and verifiable
audit trails within collaborative learning environments -4 7-
12]

The improvement in F1-score and recall across both datasets
can be attributed to the tamper-proof verification of model
updates using the blockchain ledger, which prevented
malicious or corrupted gradient submissions from
influencing the global model. Previous works have shown
that blockchain’s immutability and consensus mechanisms
effectively mitigate insider threats and false-update
propagation in distributed networks [> & 1012 By embedding
cryptographic hashing and smart-contract-based validation,
the BA-FL approach ensured that only authenticated model
updates participated in the aggregation process, thereby
stabilizing convergence and improving learning accuracy.
The observed performance enhancement is consistent with
results reported by Ababio et al. 'l and Sarhan et al. @],
where hybrid blockchain-federated frameworks reduced
poisoning impact while preserving scalability.

The sharp decline in attack success rate (ASR)—from
approximately 20% in baseline FL to below 7% in BA-FL—
substantiates the hypothesis that blockchain consensus
protocols (particularly PBFT) strengthen trust in distributed
learning 1% 4161 Smart contracts in this study acted as
autonomous arbiters to validate update provenance and
integrity, effectively filtering malicious contributions. These
observations corroborate earlier studies that demonstrated
blockchain-driven resilience against poisoning, replay, and
man-in-the-middle attacks in loT networks [-% 12 151,
Furthermore, the permissioned design of the blockchain
reduced computational burden and eliminated the need for
proof-of-work, aligning with the efficiency goals of loT
edge systems [> 6 11,

Although blockchain integration improved robustness, it
introduced moderate overheads in round completion time (=
40-50 ms increase) and communication (= 15% increase).
These trade-offs mirror findings by Dorri et al. B, Tyagi 24,
and Mazhar et al. 1, who reported similar performance-
security compromises in distributed 10T contexts.
Nevertheless, the measured latency and energy consumption
remained within acceptable limits for real-time industrial
applications. Such manageable overheads highlight the
practicality —of adopting permissioned  blockchain
frameworks, particularly when integrity and accountability
are mission-critical [**13 15 18 QOptimizing consensus
intervals, block size, and transaction batching could further
reduce latency while retaining security benefits—a strategy
supported by Prathiba et al. [*2 and Nazir et al. %1,

The study also underscores the importance of data
provenance and privacy preservation in federated loT
networks. By preventing direct data exchange and instead
logging cryptographic summaries of model updates, the BA-
FL model adheres to privacy-by-design principles while
maintaining end-to-end verifiability. Similar privacy
guarantees were previously emphasized in frameworks
integrating blockchain and federated learning for smart-city
and healthcare systems [ 2 5 6 10. 121 The permissioned
structure ensures controlled participation of edge nodes,
providing both scalability and traceability—two elements
frequently cited as major limitations in public blockchain
networks [3 49 14, 18],

From a broader perspective, these results affirm that
blockchain is not merely an auxiliary security layer but a
core enabler of trust and coordination in multi-agent
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learning ecosystems. The demonstrated synergy between
blockchain consensus and distributed machine intelligence
indicates a paradigm shift in how loT security architectures
can evolve toward self-verifying, decentralized intelligence
systems [4 71618 191 Fytyre research should focus on
dynamic consensus selection, lightweight encryption
schemes, and quantum-resistant ledgers to ensure
sustainability as 10T networks scale further in size and
complexity.

Conclusion

The integration of blockchain with federated learning
presents a transformative pathway toward building secure,
transparent, and intelligent 10T ecosystems. This research
demonstrated that blockchain-assisted machine learning
frameworks can significantly strengthen data integrity,
resilience, and model trustworthiness while maintaining
operational  efficiency  across  heterogeneous  loT
environments. The proposed Blockchain-Assisted Federated
Learning (BA-FL) model achieved notable improvements in
classification accuracy and robustness against adversarial
poisoning, validating its capability to serve as a practical
solution for next-generation networked devices. By
embedding model-update verification and consensus-driven
validation within a decentralized ledger, the framework
ensures that every contribution to the learning process is
both authentic and traceable. This addresses one of the most
critical limitations of conventional federated learning—the
lack of verifiable provenance and vulnerability to malicious
or corrupted model updates. Despite the introduction of
moderate latency and communication overheads, the
system’s benefits in terms of security and accountability
substantially outweigh the performance costs, highlighting
the practical feasibility of such integration in real-world loT
infrastructures.

From a practical standpoint, this research underscores
several key recommendations for implementing blockchain-
assisted machine learning in industrial and public loT
domains. First, organizations deploying federated learning
should adopt permissioned blockchain networks rather than
public blockchains, as they allow controlled participation,
faster consensus mechanisms, and enhanced data
confidentiality. Second, lightweight consensus algorithms,
such as PBFT or Raft, should be prioritized over
computationally intensive protocols to minimize energy
consumption and ensure compatibility with low-power 10T
devices. Third, adaptive smart contracts can be designed to
automatically detect and reject abnormal gradient patterns,
thus preventing poisoning or Sybil attacks without requiring
human intervention. Fourth, to optimize performance,
network designers should implement dynamic block sizing
and transaction batching, which can substantially reduce
latency while maintaining integrity verification. Fifth, the
use of hybrid encryption frameworks—combining
symmetric encryption for data transmission and asymmetric
cryptography for identity verification—can strike a balance
between speed and security. Finally, developing
standardized APIs and interoperability layers between
blockchain frameworks and machine learning pipelines will
be critical for facilitating adoption across sectors such as
healthcare, manufacturing, energy management, and
autonomous transportation.

In conclusion, blockchain-assisted federated learning
represents a pragmatic and forward-looking paradigm for
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securing distributed intelligence in 10T systems. It not only
mitigates data manipulation and privacy threats but also
fosters trust among decentralized entities—an essential
requirement for the sustainable evolution of interconnected
digital infrastructures. The combination of verifiable
learning, decentralized consensus, and privacy-preserving
computation establishes a foundation for resilient, scalable,
and ethically responsible Al in the 10T era. As loT networks
continue to expand in scale and complexity, adopting
blockchain-enabled machine learning frameworks will be a
decisive step toward ensuring a safer, smarter, and more
transparent digital future.
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